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Otmar J. Tuma - Guest Speaker

• Studied politics and journalism between 1970 – 1973 at Alma 
Mater Rudolphina University in Vienna 

• Worked for TWS (advertising agency) between 1972 – 1973

• 1973 -1984: Anglo-Elementar Insurance Company, 
department Transport Insurance

• Was Co-owner and CEO of LUTZ (Transport) Assekuranz, 
working there as insurance broker 1984 - 2018

• Since 2019 – present: freelancing instructor of transportation & 
logistics

• Since 2020 – present: freelancing for GRECO International 
(insurance broker)

• Experience regarding transport for 53 years

• Contribution to international legal journals (‘’European 
Transport Law’’, ‘’Transportrecht’’, ‘’Revue de droit uniforme’’ / 
‘’Uniform Law Review’’)
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Contact: otmar.tuma@drei.at



CONTENT OVERVIEW I

• A warning beforehand
• What is a Fake Carrier?
• Cargo crime: some figures
• Types of Fake Carriers
• Examples for fraud committed by Fake Carriers
• Liability aspects: Art. 17(2), Art.3, Art. 29 CMR
• How to avoid falling into the trap of a Fake Carrier
• Recommendations
• Checklist Subcarrier
• Some key facts of GrECo policy wording

3



4



5

Beware of Fake Carriers!
(Also called Phantom Carriers)
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T.O. T.O. T.O.

Art. 23(3) CMR
8,33 SDR/kg

Art. 23(3) CMR
8,33 SDR/kg

Art. 3 + 29 CMR
FULL LIABILITY!

INSURANCE COVER?

Art. 3 + 29 CMR
FULL LIABILITY!

INSURANCE COVER?



A Fake Carrier is somebody who appears to be a solid company. But in in reality 
it is a person or a group of criminals who act fraudulently; who fake their 
identity (or steal somebody’s identity) with the goal to steal whole truck loads.
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What is a Fake Carrier?



According to an EU study goods worth around 8.2 billion euros

are stolen every year. 42 per cent of cargo thefts in Europe occur 

when parking. Around 15 per cent of thefts are armed robberies. 

70 per cent of robberies occur at night between 10 pm and 6 am. 

According to the GDV Forum, all goods are at risk of theft. In 

addition to high-value goods, normal general cargo is also a 

target fo criminals.
(Source: eurotransport.de)
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Cargo crime I: Billions of EURO p.a. 



…..loads from almost 26,000 lorries are stolen every year, 

meaning that criminals in Germany strike statistically every 20 

minutes. The stolen goods alone have a value of 1.3 billion 

euros, with further losses of 900 million euros resulting from 

contractual penalties for delivery delays, repair costs, loss of sales 

and production losses for the actual customers.
(Source: BGL – Bundesverband Güterkraftverkehr Logistik und Entsorgung)

Carrier fraud, in which criminals imitate hauliers and other sub-

contractors, including drivers with falsified documents, 

accounted for 84% of ……. fraud or deception claims in 2022.
(Source: fbj-online.com)
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Cargo Crime II
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Types of Fake Carriers I
Normal carriers becoming criminals

• Not the classic scenario
• Happens only seldom
• Regular carrier embezzles a multitude of truck loads within 

short time (sometimes forced by criminals), takes money, 
starts a new life in a country with no extradition agreement. 
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Types of Fake Carriers II
Criminals buy a whole company 

• Happens occasionally

• A forwarder or a small carrier is legally bought.

• With that all valid documents are in the hands of criminals.

• Receive Transport orders and act seriously for a while; build trust.

• Suddenly reroute a multitude of truck loads within short time, take 

money and disappear. 
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Types of Fake Carriers III
Criminals misuse a freight exchange platform

• Happens quite often

• Fraudsters create a fake profile (or steal identity including 

documents), sometimes a fake website

• Register on a freight exchange platform (like Timocom, Teleroute, 

Trans EU, LKWOnline etc.)

• Offer their services there.

• Receive Transport orders and act seriously for a while; build trust.

• Suddenly reroute a multitude of truck loads within short time, take 

money and disappear. 
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Example 1 Fake Carrier type II (1)
Criminals buy a whole company
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Example Fake Carrier type II (2)
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Example Fake Carrier type II (3)

• German Forwarder P- Logistics Gmbh receives 
Transport order for six trucks with each 22 tons 
copper rolls from sender F. Metall GmbH, 
Stuttgart/Germany to consignee E. Metal Sociedad 
Limitada, Valencia/Spain.

• Value of the goods in total on the six trucks:       
roundabout € 1, 850.000 (only known after the fraud).

• Forwarder P looks for a Spanish “Agente de Carga” 
and finds company “E. Carga S.L.”.

• P. requests from E. the Trade register excerpt, CMR 
insurance confirmation, Tax-No. and bank 
information; P. checks Email adress and Phone 
number of E.

• Documents and information are OK and therefor 
Forwarder P sends E. Carga S.L. a Transport Order for 
Germany to Spain.



16

Example Fake Carrier type II (4)

• What Forwarder P doesn’t know: Forwarder E. Carga 
S.L. was recently bought for a cheap price by 
criminals with all “assets” (a rented office, desks, 
chairs, phones, laptops…) including documents like 
Trade Register registration, CMR-Policy, CMR-
Insurance confirmation, Bank account etc. 

• E. Carga S.L. orders a Spanish carrier 
“Transportadores Carreteras U.” to transport the 
copper rolls from Germany to Spain. After having 
taken over the goods E. Carga tells the carrier U. that 
the destination has changed and goods shall be 
delivered to Marseille/France.

• In France the goods are delivered according the order 
given from E. Carga to Transportadores Carreteras U.

• After some days the real consignee E. Metal in Spain 
asks the sender F. Metall in Germany where his goods 
are.
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Example Fake Carrier type II (5)

• The sender checks with the German forwarder P. 
Logistics GmbH; P. contacts E. Carga without success: 
nobody picks up a phone, nobody answers Emails…

• What had happened? The criminals had rented a 
small storehouse in Marseille short-duration, took 
over the six loads and disappeared with copper 
valued almost two million Euro.

Remark: a similar case concerned a truck carrying HP 
electronic spare parts valued at € 910.000.



Example 1 Fake Carrier type III (1)
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Example 1 Fake Carrier type III (2)
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Example 1 Fake Carrier type III (3)

What had happened?

• Transport Order F, PL to E, BG: Sweets (value € 

122.000) from PL to Romania.

• Transport Order E, BG to G.T. Poland: PL to Romania.

• G.T. places the transport correctly for PL to RO on a 

freight exchange internet platform.

• A.V. Romania (= Fake Carrier) acquired transport 

order via the platform from G.T. 
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Example 1 Fake Carrier type III (4)

• A.V. (=Fake Carrier) contacts the real carrier N.-S. via

a further Fake company (K&O is only used to obscure 

the action) and orders a transport from PL to 

Lithuania.

• N.-S. gives a transport order to the actual carrier P.S. 

for a transport from PL to LIT.

• P.S. delivers the goods in LIT.

• The goods were never found in LIT.

• The criminals behind A.V. and K&O were never found 

until today. According to investigations they had 

malversated several truck loads; made a lot of money.



Example 2 Fake Carrier type III (1)
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Example 2 Fake Carrier type III (2)

• Two trucks Syngenta plant protections products “Elatus Era” 

with a similar scheme stolen by a fake carrier

• Reason: Email address was not carefully checked: 

“…vandjiken@...” instead of “…vandijken@...”

• Value of goods 2 x € 650.000 = € 1,300.000 (only known 

after froud)

• Court case pending in France involving a chain of seven (!) 

forwarders and carriers that concluded contracts of 

carriage (→ CMR case) plus three insurers

• The ultimately losing party will not have to pay € 1,300.000, 

but rather around € 2,000.000 including interest, court costs 

and legal fees of several attorneys representing the winning 

parties. 
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Example 3 Fake Carrier type III (1)
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Example 3 Fake Carrier type III (2)
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Example 3 Fake Carrier type III (3)
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Example 3 Fake Carrier type III (4)

…
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Example 3 Fake Carrier type III (5)

Their documents were stolen. Their email adress was misused: 
„transport.com“ instead of „transporte.com“

http://transport.com/
http://transporte.com/


• Is it unavoidable because there was no possibility to influence 

the fraudulent action of a Fake Carrier somewhere down the 

chain of orders? Is there a liability exclusion because of 

“unavoidable circumstances” (Art. 17 (2) CMR)? No!

• The carrier could have avoided what happened if he would not 

have subcontracted the transport. 

• The carrier could have examined the subcontractor more 

carefully, exercising the diligence of a prudent businessman.

• It’s pure intent of the criminals (= Fake carrier) to steal the 

goods.

• Art. 29: In case of “dol” / “wilful misconduct” or equivalent 

default: no liability exclusions and no liability limitations. 
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Liability aspects from the perspective of a (first) 
carrier (or forwarder who accepts a T.O.) (1)



• Art. 3 CMR: carrier is liable for acts and omissions of 

subcontractors. (down the whole chain of T.O.’s)

• Courts in A, Germany, CZ*), NL, RO, PL apply Art. 3 in such 

cases.

• Stealing goods is always a case of Art. 29 CMR (also if the 

limitation-break through is not needed).

• Problem: many CMR policies don’t cover liability acc. to Art. 

29 CMR. Check your policies!

*) 31 Cdo 488/2010: “The conduct … cannot be regarded as an act committed merely 

on the occasion of his activity, but rather as an act committed in the performance of 

the activity entrusted to him. Such conduct must therefore be attributed to the carrier 
within the meaning of Art. 3 of the CMR…” The same applies therefore regarding a 

subcontractor’s conduct. 30

Liability aspects from the perspective of a (first) 
carrier (or forwarder who accepts a T.O.) (2)



31

Recommendations(1)

• Check the Subcarriers identity! 

• Be sceptical! Investigate! 

• Train your dispatchers and drivers to avoid traps!

• A very low freight charge could be a trap. 

• Do a basic search on Google, LinkedIn

• Check the subcontractor’s website

• Scrutinize very carefully the sub-contractors Email-

domain and don’t accept communication via domains 

ending with “gmail.com; outlook.com; gmx…; yahoo…; 

freemail…..” 
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Recommendations(2)

• Compare the Email adress on the website with the 

one your subcontractor is communicating! 

• Check the phone number carefully! Only 

communicate via the phone number stated on the 

website of the subcontractor!

• Carefully check the Email adress from which orders 

are sent, paying attention to subtle changes such as 

swapped letters (e.g. “ie” vs. “ei”! Also watch for 

small differences like “transport” vs. “transporte” or 

e.g. “alina” vs. “alena”, “jaromyslav” vs. “jaromislav” 

(exists in croatian language)!
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Recommendations(3)

• If the person you are talking to uses a cellphone, ask 

for their exact name and tell them that you will call 

back. Then check with the company via their official 

number if the name of the person is known as an 

employee and if the cellphone number is officially 

registered on the subcontractor’s company!

• Especially if you work first time with a certain 

subcontractor check with Dun & Bradstreet or a 

similar mercantile agency if the company really exists 

and ask for their data.
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Recommendations(4)

• Require a copy of their registration in the relevant 

Company’s register, (if applicable) the EU licence, a 

copy of their CMR policy or at least an up-to-date 

CMR insurance confirmation. (Check if liability acc. 

Art. 29 is insured!) Doublecheck with the insurer or 

broker whether the insurance confirmation is genuine 

or a fake! Do not rely on the phone number stated in 

the insurance confirmation, as it could also be 

fraudulent and a scammer might assure you that 

everything is fine. Instead, call the insurer’s or 

broker’s officially registered phone number! 
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Recommendations(5)

• If the papers look suspicious check with the 

administrative body which had issued the documents: 

Companies register, Licensing office….

• Tell your drivers that they are not allowed to 

accept orders except from your own 

dispatchers! 

• Recheck with the person you concluded the 

contract if  delivery instructions are changed 

or if you are asked to “neutralize” the CMR 

consignment note! (especially if T.O., CMR 

consignment note or later given orders don’t 

show the same place of delivery / the same 

consignee).
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Recommendations(6)

• If anything is suspicious immediately order the 

subcontractor to stop the driver until you have 

clarified / verified the situation!

• Make sure that your insurer covers claims with Fake 

carriers for the case that you acted with due 

diligence. Coverage of Art. 29 CMR– liability is 

crucial! 

• Be extremely suspicious if pre-announced plate 

numbers are suddenly announced to be changed (“An 

other truck will come with other plate numbers and 

another driver”)
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Recommendations(7)

• If you are a subcarrier yourself:Be sure to also check your 

foreman, especially if you recognize something suspicious. 

− Receiving an offer for a very high freight rate or for a 

payment in advance should make you suspicious. 

− Be suspicious if you after having left the place of 

loading receive a pre-written CMR consignment note –

other than that signed by the sender – for 

“neutralization” with another consignee / delivery 

address; even more if this consignment note is already 

signed by a “consignee”. 

− If you don’t check the company properly which gives 

you a transport order and finally it comes out that you 

fell in the trap of criminals you will also be liable for 

having accepted an order from criminals you did not 

scrutinize with due diligence. 
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A few key facts of GrECo policy wording

• Insurance sum € 3,000.000 per claim and loss event
• No sublimit regarding Art. 29 CMR
• No sublimit for “sensitive goods”
• No sublimit for legal costs
• Primary insurance cover
• Clear requirements regarding “due diligence” (checklist) instead 

of vague ambiguous wording on the selection of subcontractors
• Very wide geographical scope
• The liability under all international transport treaties and 

domestic law is insured.
• Cabotage within Germany is insured up to 40 SDR/kg



Thank you for your kind 
attention!
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